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Standard Computer for Medical and
Laboratory Technology

1. Purpose and scope of application

This supplement describes the "Standard Computer for Medical and Laboratory Technology", which
can be provided to medical and laboratory equipment/systems manufacturers by tirol kliniken.
2. Hardware

The manufacturer can choose between the following computers/clients:
i. Desktop PC HP EliteDesk 800 G9 Intel i5 (Type: SFF)
16GB Ram / 512GB M.2-PCle-NVME SSD / Windows (64 Bit).
ii. Desktop PC HP EliteDesk 800 G9 i7 (Type: TWR) 32GB Ram / 256 GB SATA SSD /
Win 10 (64 Bit).
iii. Notebook Dell Latitude 5440 Intel i5 16 GB /512 GB SSD / 4G / 14" / Windows.
iv. Notebook Dell Latitude 5550 Intel i5 16 GB / 512 GB SSD / 15,6" / Windows.

3. System description

a. Operating system

i. Windows 11 loT Enterprise LTSC (current OS build: 24H2, German or English version).
If necessary, Windows 10 loT Enterprise LTSC (currently: 21H2, German or English
version) can also be used. Note: LTSC versions (OS builds) are automatically kept up to
date to be within the Microsoft support lifecycle.

b. Malware protection
i. SentinelOne (Scan exceptions are permitted and must be notified to tirol kliniken before
installation.)
c. Miscellaneous
i. Critical security updates and other updates are installed automatically by Baramundi-
Client or the Windows Server Update Services (WSUS) hosted by tirol kliniken.
ii. The operating system firewall is activated.

iii. A standard user account and an administrator account have been created. The
manufacturer's applications should preferably only be executed in the standard user
account.

iv. The internet is blocked.
v. The computer's name for the computer is assigned by tirol kliniken.
vi. Only the tirol kliniken time server is used.
vii. The computer is permanently assigned the same IP address as static DHCP is used.
viii. Remote Desktop (RDP) is used as the remote access tool.
ix. Microsoft Office can be installed as an option.
Note: Updates are installed automatically and independently.

X. If necessary, an external hardware firewall (Barracuda NextGen F-Series) is used
between the computer and the IT network of the tirol kliniken.

4. Applicable documents

IT-TK-004a_LKI_FO IT question catalogue for procurements
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